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INTRODUCTION 
 

From the past 20 years Internet has set the rapid force of how, 
where and the way we communicate. E-mail has become a 
mainstream form of communication and has replaced the 
traditional letters. In last couple of decades people have started 
using Internet regularly. The need of live and sensible way of 
communication over Internet has increased rapidly. The start 
of Instant Messaging came about in 1996. Instant Messenger is 
client software that allows person to per
communication in real-time provided both users have the same 
software. Such communication is called ‘chat’. Company 
named Mirablis, Ltd., introduced ICQ, instant messaging 
utility. ICQ, in shorthand language is “I seek you”. Instant 
messaging (IM) is a real-time communication service which 
allows a user to send a message, usually based on text, to other 
users. Nowadays we depend more and more on information 
from the Internet, and are increasingly not satisfied with 
accessing the Internet using personal computers or office 
workstations. Hence, accessing the Internet by portable and 
wireless devices has been becoming popular.
 

Today in business communications IM System plays the major 
role, such as observing the status of staff, real
getting business opportunities and so on. The enterprise 
applications lay more emphasis on the security of the system; 
therefore, considering the efficiency issue, existing work use 
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                             A B S T R A C T  
 

 

The First IM system created by Mirabilis (a pioneer of online chatting that revolutionized 
communication over the Internet), dubbed ICQ (I seek you), in 1996 which achieved 
widespread adoption quickly among netizens. Although other 
systems have surpassed ICQ in popularity, the medium of IM remains a popular form of 
technologized communication. The major drawback has been the vulnerabilities associated 
with IM technology. These vulnerabilities have created so ma
efficient activity in each message encryption and decryption. We propose Spam 
Abstraction Scheme, which considers e-mail layout structure to represent e
present a procedure to generate the e-mail abstraction using HTML con
(especially anchor and image tags), and this newly devised abstraction can more effectively 
capture the near-duplicate phenomenon of spams. Moreover, we design a complete spam 
detection system that considers other Spam Checking Criteria's be
filtrations.  
 
 
 
 
 

From the past 20 years Internet has set the rapid force of how, 
mail has become a 

mainstream form of communication and has replaced the 
decades people have started 

using Internet regularly. The need of live and sensible way of 
communication over Internet has increased rapidly. The start 
of Instant Messaging came about in 1996. Instant Messenger is 
client software that allows person to person interactive 

time provided both users have the same 
software. Such communication is called ‘chat’. Company 
named Mirablis, Ltd., introduced ICQ, instant messaging 
utility. ICQ, in shorthand language is “I seek you”. Instant 

time communication service which 
allows a user to send a message, usually based on text, to other 
users. Nowadays we depend more and more on information 
from the Internet, and are increasingly not satisfied with 

ng personal computers or office 
workstations. Hence, accessing the Internet by portable and 
wireless devices has been becoming popular. 

Today in business communications IM System plays the major 
role, such as observing the status of staff, real-time chatting, 
getting business opportunities and so on. The enterprise 
applications lay more emphasis on the security of the system; 
therefore, considering the efficiency issue, existing work use  

the SHA-1 digest algorithm, AES symmetric encryption 
algorithm, RSA asymmetric encryption algorithm and RSA 
signature algorithm, with Bouncy Castle Crypto package, to 
design a security policy to secure the IM system.
 

In this paper, we propose Spam Tree Abstraction Scheme, 
which considers e-mail layout structure to repr
We present a procedure to generate the e
using HTML content in e-mail (especially anchor and image 
tags), and this newly devised abstraction can more effectively 
capture the near-duplicate phenomenon of spams. Moreover, 
we design a complete spam detection system that considers 
other Spam Checking Criteria's besides Content
filtrations. 
 

Back ground 
 

How IM works 
 

It’s a very simple which works with its name. It delivers the 
user’s message to his desired contact 
delivery is instant provided users contact person is online. The 
client software allows user to maintain a list of contacts that he 
wants to communicate. User can send messages to any of the 
contacts in his list. Such list is referre
contact list. This works like the E
This contact list is nothing but e
also block a particular contact or everyone who is not on his 
contact list from sending an instant message
appropriate privacy settings does this.
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Mirabilis (a pioneer of online chatting that revolutionized 
communication over the Internet), dubbed ICQ (I seek you), in 1996 which achieved 
widespread adoption quickly among netizens. Although other instant messaging (IM) 
systems have surpassed ICQ in popularity, the medium of IM remains a popular form of 
technologized communication. The major drawback has been the vulnerabilities associated 
with IM technology. These vulnerabilities have created so many security issues. For 
efficient activity in each message encryption and decryption. We propose Spam 

mail layout structure to represent e-mails. We 
mail abstraction using HTML content in e-mail 

(especially anchor and image tags), and this newly devised abstraction can more effectively 
duplicate phenomenon of spams. Moreover, we design a complete spam 

detection system that considers other Spam Checking Criteria's besides Content-based 

1 digest algorithm, AES symmetric encryption 
SA asymmetric encryption algorithm and RSA 

signature algorithm, with Bouncy Castle Crypto package, to 
design a security policy to secure the IM system. 

In this paper, we propose Spam Tree Abstraction Scheme, 
mail layout structure to represent e-mails. 

We present a procedure to generate the e-mail abstraction 
mail (especially anchor and image 

tags), and this newly devised abstraction can more effectively 
duplicate phenomenon of spams. Moreover, 

esign a complete spam detection system that considers 
other Spam Checking Criteria's besides Content-based 

It’s a very simple which works with its name. It delivers the 
user’s message to his desired contact instantly. The message 
delivery is instant provided users contact person is online. The 
client software allows user to maintain a list of contacts that he 
wants to communicate. User can send messages to any of the 
contacts in his list. Such list is referred to as a buddy list or 
contact list. This works like the E-mail management system. 
This contact list is nothing but e-mail ID of a contact. User can 
also block a particular contact or everyone who is not on his 
contact list from sending an instant message. Setting the 
appropriate privacy settings does this. 
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When user logs on Instant messenger service he can see the 
presence of the friends on his contact list and vice versa. User 
can show his availability via Instant Messenger. Sometimes 
user is online but is busy and do not wish to respond to any 
instant messages. In such situations user can change his status 
to ‘Busy’ or ‘Not available’. This allows the person who is 
trying to contact user know the reasoning behind the non-
availability of user. User can also choose to be invisible while 
being online. This enables him to watch his contacts without 
giving his status. 
 

Various communication means are available using instant 
messaging. User can have an individual chat session or have a 
conference with multiple users. With use of web camera and 
voice an interactive web conference can be held using instant 
messaging. 
 

IM Service providers 
 

Among the various vendors for instant messaging, America 
online (AOL), Yahoo and Microsoft are some of the major 
vendors in providing instant messaging for consumers.  
 

 MSN Messenger – MSN has about 9 million 
subscriptions. Besides the subscribers, MSN Messenger 
can be downloaded free of charge by anyone with an 
access to Internet. 

 Yahoo Instant Messenger – Just like MSN, Yahoo 
provides the Messenger services free of charge to 
anyone who wants it. Simply go to their web site and 
download the Yahoo Messenger. Both Yahoo and MSN 
support instant text and voice messages, communication 
face-to-face via web cameras, and affordable PC-to-
phone calls anywhere in the world. 

 

Drawbacks of IM 
 

Insecure Communication is the main drawback of IM. 
Businesses are required to protect information related to their 
customers, vendors and their own trade secret. Several specific 
issues come up with insecure communications in commercial 
sector. 
 

 Identity Theft – This is a technological nightmare for an 
individual who has to live it. In identity theft an 
individual’s identity is stolen and is used by an identity 
thief to conduct various monetary transactions. The 
person who’s identity has been stolen is not aware of 
these transactions. By the time an individual becomes 
aware of such theft bad record in the system is already 
established. Such crime can be easily committed. 
Confidential information such as your bank account 
number, social security number, credit card information 
should not be shared during IM session. 

 Cyber stalking - Crime such as Cyber stalking is 
becoming very common. In this case stalker stalks a 
victim on Internet. Use of E-mail or other forms of 
electronic communication is used by stalker as means of 
stalking. Presence is the most popular feature of IM. IM 
gives away the presence of user. This makes it easier to 
stalk the person online. 

 

Currently users expect high level of security while doing 
Instant messaging. Some familiar problems are: data 
confidentiality while transmitting, data and application access 
must be controlled, data integrity, loss of device must have 
limited impact, and non repudiations. 

Confidentiality: only the valid communicating users can view 
the messages.  
 

Integrity: the messages can’t be tampered by the intruders. 
The system should be able to find out such alteration. 
 

Non-repudiation: no party can deny the receiving or 
transmitting the data communicating between them. 
 

Authentication: each party has to have the ability to 
authenticate the other party. 
 

Authorization: it has to be ensured that, a party performing the 
transaction is entitled to perform that transaction or not. 
 

Security: It is where the messages are encrypted/decrypted 
using NTRU/PKCS for secure communications 
 

Spam Detection Process 
 

In message sending operations of the detection of unwanted or 
unspecified words in given message.  The primary idea of the 
near-duplicate matching scheme for spam detection is to 
maintain a known spam database, formed by user feedback, to 
block subsequent spams with similar content. Collaborative 
filtering indicates that user knowledge of what spam may 
subsequently appear is collected to detect following spams. 
  

 
Figure 1 Extracting spam detection in Secure message 

 

Overall, there are three key points of this type of spam 
detection approach we have to be concerned about. First, an 
effective representation of e-mail (i.e., e-mail abstraction) is 
essential. Since a large set of reported spams has to be stored 
in the known spam database, the storage size of e-mail 
abstraction should be small. Moreover, the email abstraction 
should capture the near-duplicate phenomenon of spams, and 
should avoid accidental deletion of non spam e-mails (also 
known as hams). Second, every incoming e-mail has to be 
matched with the large database, meaning that the near-
duplicate matching process should be substantially efficient.   
 

Performance Analysis 
 

In this section we conduct several experiments to explore its 
efficiency and detection results. The real spam data sets used 
in the experiments are from the 
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e-mail servers of Computer Center in National Taiwan 
 

University, which has over 30,000 students. Since the ground 
truth of real e-mail streams is unavailable, spams are extracted 
from the well-known existing system, Spam Assassin. 3 
Concerning hams, we not only include public data sets (around 
4,000 e-mails) provided by SpamAssassin,4 but also obtain 
from volunteers. There are about 60,000 spams per day  and a 
set of 7,000 or so hams in the data set. Note that numerous 
related works have evaluated the proposed methods with static 
databases. However, to access the performance of spam 
detection system with near-duplicate matching scheme, real e-
mail streams are more appropriate than static data sets. 
Therefore, in this paper, we use university-scale e-mail streams 
as the experimental data sets to better simulate the e-mail 
environment. 
 

Accuracy Evaluation: The most important requirement for a 
spam detection system is the capability to resist malicious 
attack that evolves continuously. The minority of e-mails are 
in Japanese, French, and so forth. Since Chinese is a non-
alphabetic language and English is an alphabetic one, the data 
set used in the experiments can verify the effectiveness of 
spam detection system with different kinds of languages to a 
certain extent.  

 
 

Figure 2 Performance of detection results 
 

The detection results are produced by inserting spams within 
Tm days first, and then the following one-day spams are 
tested. Note that each spam is inserted into the database after 
the process of matching. On the other hand, the entire set of 
hams is tested in each situation. True positive rate (i.e., TP, a 
real spam is classified as a spam) and false positive rate. 

 

 
Figure 3 Email abstraction with spam detection results 

 

In the succeeding experiments, we initially examine the 
efficiency of near-duplicate matching. Owing to the fact that 
each incoming e-mail has to be matched with a huge spam 
database, the efficiency of near-duplicate matching is crucial 
to a collaborative spam detection system. On evaluation of 
matching performance, we consider the situation of matching 
with the number of e-mails varied while there are identical e-
mails in the database. 

CONCLUSION 
 

Instant messaging (IM) is a real-time communication service 
which allows a user to send a message, usually based on text, 
to other users. The major drawback has been the vulnerabilities 
associated with IM technology which creates several security 
issues.  In this paper, we explore a more sophisticated and 
robust e-mail abstraction scheme, which considers e-mail 
layout structure to represent e-mails. The specific procedure 
SAG is proposed to generate the e-mail abstraction using 
HTML content in e-mail, and this newly-devised abstraction 
can more effectively capture the near-duplicate phenomenon 
of spams. Moreover, we design a complete spam detection 
system that considers other Spam Checking Criteria's besides 
Content-based filtrations.  
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